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@Executive
SUMMary

In Gaza, the simple right to food has become a lethal gamble. Palestinians
are forced to surrender their most private biometric data to a militarized
system or, in other cases, are scanned without consent at aid points while
facing shootings, beatings, or returning home empty-handed with nothing
to feed their starving children.

This briefing documents how the Gaza Humanitarian Foundation (GHF),
backed by the United States and Israel, has weaponized aid into a tool of
control, replacing life-saving assistance with mass surveillance. Since its
creation, GHF distribution sites have become known as “death traps,” with
over 2,000 Palestinians killed and thousands more injured by Israeli forces
and private security contractors.

The situation has escalated with the introduction of a biometric scheme
by GHF, which it claims is voluntary, but in practice, leaves families with no
real choice. To access food, they are forced to provide facial scans and
photographs in exchange for a chance at receiving a food parcel. Those
who refuse are subjected to chaos, violence, live fire, and grueling hours of
waiting in endless queues at distribution points. This is not humanitarian
relief but a coercive system that demands data as the price of survival.

This biometric aid model is part of a dangerous global pattern where
warfare, technology, and profit converge. Israel and its Western allies have
outsourced humanitarian delivery to private military contractors, creating
a system that monetizes suffering and erodes the foundational principles
of international humanitarian law. Surveillance is disguised as relief,
dehumanizing Palestinians by reducing them to data points in a broader
strategy of control.
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Eyewitness testimonies, video evidence, and reports from humanitarian
monitors point to a coordinated strategy. Private American contractors
with intelligence and military backgrounds are running operations, their
drones feeding surveillance footage to Israeli agencies. Companies linked
to atrocities in Irag now control the distribution of flour in Gaza.

A decisive international response is non-negotiable. GHF and its biometric
program must be immediately dismantled and replaced with impartial, UN-
led humanitarian mechanisms. There must be accountability for all parties
involved, including private contractors and their state sponsors, through
investigationsintopotentialcomplicityinwarcrimes,violationsoftheGenocide
Convention, and the systematic perversion of humanitarian principles.

I.LEngineering Famine Through
Weaponized Aid in Gaza

For nearly 18 years, Israel’s illegal blockade of the Gaza Strip has severely
restricted the movement of people, goods, and essential services, including
food, fuel, and medical supplies. Since October 2023, this siege has
tightened into a near-total closure of crossings, with crippling restrictions
on humanitarian aid and cuts to electricity and water, plunging Gaza into
unprecedented isolation and deprivation.]

After almost two years of relentless bombardment, destruction, and
mass displacement, and with over 62,686 Palestinians killed since the
start of Israel's war, including nearly 19,000 children, Gaza is enduring one
of the worst humanitarian catastrophes of our time.2 These atrocities

1 United Nations News. (2023, October 17). Gaza: UN agencies warn of humanitarian catastrophe and call

for immediate aid access. Retrieved August 24, 2025, from https://news.un.org/en/story/20231142792/10/

2 Al Jazeera. (2025, August 24). Did Israel know over 80 percent of those it killed in Gaza were civilians?
Retrieved August 24, 2025, from https:;//www.aljazeera.com/news/202524/8//did-israel-know-over-80-
percent-of-those-it-killed-in-gaza-were-civilians#:~text=How%20many%20Palestinians%20did%20Israel,0f %20
casualties%20is%20far%20higher

°/) Skyline
International
for human rights 5



https://www.aljazeera.com/news/liveblog/2025/8/24/live-israel-pounds-gaza-protesters-across-globe-denounce-gaza-city-famine

by Israel amount to a genocide against the Palestinion people.3

UN agencies have warned of imminent famine, with 93% of the population
facing acute food insecurity and children dying daily from starvation and
preventable disease. On August 22, 2025, the Integrated Food Security
Phase Classification (IPC) confirmed that famine is now underway, with
over half a million people starving amid a collapsed health system and
destroyed infrastructure.4

In a perilous shift, the United Nations Relief and Works Agency (UNRWA),
once the primary humanitarian actor in Gaza, has been systematically
sidelined under pressure from Israel and the United States. In its place, a
new entity, the Gaza Humanitarian Foundation (GHF), a Geneva-registered
private foundation directly backed by the U.S. and Israel, has emerged as
the main distributor of aid.5

This controversial transition marks the calculated replacement of an
impartial, international humanitarian system with a privatized and
militarized aid model. Principles of neutrality and human dignity have been
supplanted by private contractors, biometric data collection, and stringent
Israeli oversight. Aid distribution in Gaza is no longer designed solely to save
lives; it is being used to surveil, control, and discipline a starving civilian
population.

3 United Nations Office of the High Commissioner for Human Rights. (2024, November). UN Special
Committee finds Israelbs warfare methods in Gaza consistent with genocide. Retrieved August 28, 2025, from
https://www.ohchr.org/en/press-releases/202411//un-special-committee-finds-israels-warfare-methods-

gaza-consistent-genocide

4 World Health Organization (WHO). (2025, August 22). Famine confirmed for the first time in Gaza.
Retrieved August 24, 2025, from https://www.who.int/news/item/222025--08-famine-confirmed-for-first-time-

in-gaza

5 Al Jazeera. (2025, May 26). Gaza Humanitarian Foundation to launch aid deliveries despite losing chief.
Retrieved August 24, 2025, from https://www.aljazeera.com/news/202526/5/[gaza-humanitarian-foundation-

to-launch-aid-deliveries-despite-losing-chief
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Since beginning operations in May 2025, the GHF system has been
linked to grave human rights atrocities. More than 2,000 Palestinians
have been killed and over 14,000 injured at or near its distribution
points, often by live fire from Isroeli forces or the private contractors
managing the zones6 Human rights groups and UN experts have
condemned these aid hubs as “sadistic death traps,” where civilians
risking their lives for food are met with surveillance and lethal force.”

Illl. Survival is Conditioned on
Surrendering Biometric Data

On August 18, 2025, GHF announced a new program requiring Palestinian
families to submit personal data as a condition for receiving food parcels.
Framed by GHF as a “voluntary” system to “reserve aid in advance,” this
program began as a pilot in the Saudi neighborhood of Gaza City. Enrollees
are photographed, assigned a unique number, and issued an ID card. In
reality, this system is coercive: families must surrender their biometric data
or face chaotic, first-come-first-served queues where food often runs out,
drastically increasing their risk of hunger and death.8

Embedded directly into the humanitarian infrastructure, these methods
make aid conditional not on need, but on compliance with an opaque

6 The Guardian. (2025, August 9). ‘A deadly scheme’: Palestinians face indiscriminate gunfire at food sites.
Retrieved August 24, 2025, from https://www.theguardian.com/world/ng-interactive/2025/aug/09/a-deadly-
scheme-palestinians-face-indiscriminate-gunfire-at-food-sites

7 United Nations Relief and Works Agency for Palestine Refugees (UNRWA). (2025). UNRWA Commissioner-
General: Gaza — more than 1,000 starving people reported killed. Retrieved August 24, 2025, from https://www.
unrwa.org/newsroom/official-statements/unrwa-commissioner-general-gaza-more-1000-starving-people-

reported-killed

8 Gaza Humanitarian Foundation (GHF). (2025, August 18). Announcing a new pilot for families to reserve
aid parcels. Retrieved August 24, 2025, from https://ghf.org/announcing-new-pilot-for-families-to-reserve-aid-

parcels/
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digital identification system controlled and operated by foreign private
contractors in coordination with Israeli military and security agencies.

The collection of biometric data, including facial scans, mirrors and expands
upon longstanding Israeli surveillance practices deployed at checkpoints
across the Occupied Palestinian Territories. As extensively documented
by Amnesty International, automated facial recognition systems like «Red
Wolf» and «Wolf Pack» are already used in the West Bank to create a digital
architecture of control. These systems automatically categorize Palestinians
at checkpoints using a color-coded system with green to pass, yellow for
questioning, and red for arrest, often without their knowledge or consent.
This automated racial profiling entrenches apartheid and severely restricts
Palestinians» freedom of movement.?

Now this surveillance dragnet has been imported into Gaza. In March
2024, the Israeli military reportedly deployed facial recognition technology
alongside advanced security systems and sensors at military checkpoints
across the territory. At Netzarim checkpoint, a deadly passage for displaced
Palestinians fleeing evacuation orders from northern Gaza to the south,
Palestinians are scanned en masse under the guise of security as part of a
broader biometric surveillance system.10

Mounting reports describe civilians passing through the checkpoint
being subjected to deliberate killings, field executions, and enforced
disappearances.ll Devastatingly, the automated system has itself become
a source of egregious human rights violations, causing wrongful arrests,
detention, and torture due to frequent misidentification by its error-prone
algorithm.

9 Amnesty International. (2023, May). Israel/OPT: Israeli authorities are using facial recognition technology
to entrench apartheid. Retrieved August 24, 2025, from https://www.amnesty.org/en/latest/news/202305//
israel-opt-israeli-authorities-are-using-facial-recognition-technology-to-entrench-apartheid/

10 The New York Times. (2024, March 27). Israel deploys facial-recognition systems at Gaza checkpoints.
Retrieved August 24, 2025, from https://www.nytimes.com/202427/03//technology/israel-facial-recognition-

gaza.html

n Middle East Eye. (2024, July 15). Netzarim Corridor: Israel’s ‘axis of death’ for Palestinians. Retrieved August
28, 2025, from https://wvvvv.mioldIeeosteye.net/news/netzorim—corridor—isroels—oxis—deoth—polestinions
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Integrating biometric surveillance into the aid apparatus marks a grave
escalation, merging the infrastructure of apartheid with the mechanics of
famine.ltsunderlyinglogic remains consistent, merely shifting fromregulating
movement to regulating survival. For a Palestinian in Gaza, the very system of
surveillance that restricts and monitors movement at Hebronss checkpoints
now enforces hunger by deciding if their family gets a bag of flour.

The result is a system of digital population control that dictates who eats,
who moves, and who is labeled a “security threat,” all based on algorithms
defined by secrecy and bias, operating without any transparency or
recourse. No longer a place of refuge, the humanitarian sphere hasbecome
the newest frontier for a system of automated, biometric domination.

This system flagrantly violates fundamental rights protected under
international law, including the right to privacy and the right to receive
humanitarian assistance free from coercion. Article 17 of the International
Covenant on Civil and Political Rights (ICCPR) prohibits arbitrary interference
with privacy.12 IHL requires that aid be distributed impartially and in ways
that respect human dignity. The GHF models coercive choice, which forces
Palestinians to surrender biometric data or face starvation and lethal force,
is the antithesis of these principles.

Skyline International for Human Rights (SIHR) has warned that this system
amounts to the weaponization of hunger, with Palestinians being compelled
to surrender their privacy and autonomy to survive famine conditions.
What is marketed as efficiency is, in fact, a system of mass monitoring that
deepens Gaza's digital enclosure and normalizes surveillance as the price
ofbasicsustenance.l3

12 OHCHR. (n.d.). International Covenant on Civil and Political Rights. Office of the United Nations High
Commissioner for Human Rights. Last visited August 30, 2025, from https://www.ohchr.org/en/instruments-
mechonisms/instruments/intemotionoI—covenont—civil—ond—politicol—rights

13 Skyline International for Human Rights (SIHR). (2025). Biometrics for food: A dangerous shift from
humanitarian relief to coercive surveillance. Retrieved August 24, 2025, from https://skylineforhumon.org/en/

nevvs/detoils/B]9/biometrics—for—food—o—dongerous—shift—from—humonitario n-relief-to-coercive-surveillance

°/) Skyline
International
for human rights 9




IV. The Business of
Surveillance in Militarized
Humanitarian Response

The GHF's operations are secured by private American contractors with
backgrounds in military and intelligence agencies. A key player is Safe
Reach Solutions (SRS), a U.S-based security and logistics firm run by Philip
F. Reilly, a former CIA paramilitary chief with deep ties to the industry of
private warfare. Reilly’'s background includes a past association with
Constellis, the corporate successor to the infamous Blackwater. The record
of Blackwater's impunity, notably in the 2007 Nisour Square massacre in
Irag, looms over its involvement in Gaza, where oversight is absent and
accountability nonexistent.14

AccordingtowhistleblowersfromSRS,thecompanyoperatesasophisticated
surveillance system. Cameras with facial recognition software monitor
distribution sites, and the footage is screened in real time in a control
room at the Kerem Shalom crossing where American analysts and Israeli
soldiers work together. If the system identifies a person of interest already
in its database, their name and age appear on the screen.

An internal SRS report described circulating a «<POI Mugs Card» to staff with
photos of Palestinions deemed “persons of interest.” Contractors stated
they were told to photograph anyone who looked “out of place” based on
vague criteria, adding those images to the database.15

Another contractor, UG Solutions, led by Jameson Govoni, a former U.S.

14 PressPeaK. (2025, August 5). The hidden economy behind Gaza's aid crisis. Retrieved August 24, 2025,
from https://presspeak.co.in/hidden-economy-behind-gazas-aid-crisis.ntml
15 The Associated Press. (2025). US contractors say their colleagues are firing live ammunition as

Palestinians seek food in Gaza. Retrieved August 24, 2025, from https://apnews.com/article/palestinians-israel-
gaza-contractors-aid-distribution-fe27f3ea83e06a09d66424eed7a5d56f
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Special Forces operative, has deployed drones to monitor Palestinians
at aid distribution points, effectively turning sites of survival into zones of
mass surveillance. Humanitarian monitors report that footage from these
drones is shared with Israeli security agencies, directly feeding the military
targeting and policing infrastructure.16

This operational approach is mirrored in the company’s recruitment and
staffing, which reveal a consistent pattern of militarization. UG Solutions
actively seeks to hire former snipers and veterans from elite military units.
Its current workforce includes individuals with backgrounds in controversial
private security firms involved in operations during the Irag war, as well as
others who previously provided protection for high-profile figures, including
Jeff Bezos and Barack Obama.17

Further entrenching this system, the Global Development Company
(GDC), founded by Israeli-American businessman Mordechai Kahanag,
promotes biometric checkpoints for entry into so-called “safe zones,”
contingent on providing fingerprints, facial scans, or voice samples.
Those who refuse to submit their biometric data are barred from these
zones and thus cut off from essential humanitarian aid, including food.18

The Gaza Humanitarian Foundation model goes beyond the physical
and technological aspects, relying on strategic design and professional
legitimacy. Yet another U.S.-based company, Boston Consulting Group
(BCG), led by CEO Christoph Schweitzer, has allegedly been linked to the
distribution of dubious aid in Gaza that functioned as a system of control,
effectively weaponizing aid against the Palestinian population.

16 Truthout. (2025, July 4). In Gaza, Aid Is a Tracking Device Distributed by People With Guns and Drones.
Retrieved August 24, 2025, from https://truthout.org/articles/in-gaza-aid-is-a-tracking-device-distributed-by-
people-with-guns-and-drones/

17 Shomrim. (2025). The Man Behind Security for the Gaza Humanitarian Aid Project. Retrieved August 30,

2025, from https://www.shomrim.news/eng/the-man-behind-security-for-the-gaza-humanitarian-aid-project

18 Middle East Monitor. (2024, October 22). Mercenary firm to force Palestinians into biometric screenings
in Gaza control zones, in potential US, Israel plan. Retrieved August 24,2025, from https://vvvvwmiddleeostmonitor.
com/20241022-mercenary-firm-to-force-palestinians-into-biometric-screenings-in-gaza-control-zones-in-

potential-us-israel-plan/
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Hosted in Dubai with the political, financial, and media support of the
United Arab Emirates, leaked documents by Emirates Leaks indicate that
BCG carried out these projects under the guise of humanitarian relief,
operating freely and aligning its work with broader Emirati-Israeli strategic
interests. Dubai served not merely as a geographic location but as a key
hub for coordinating international advisory networks within a militarized
humanitarian framework. When faced with internal and external outrage,
BCG's attempts to justify its involvement as “individual misconduct” did
not hold up against the facts. Official high-level meetings in Dubai, along
with the CEO»s personal intervention to deal with a wave of resignations
and internal protests, demonstrated the company was institutionally
implicated in allegations of extermination and starvation of civilians.19

Together, these companies embed a comprehensive architecture of
military surveillonce and control that dominates the lives of over two million
Palestinians directly into the heart of the humanitarian response in Gaza.

These operations represent a clear breach of international standards.
Under the UN Guiding Principles on Business and Human Rights (UNGPs),
businesses have a duty to respect human rights regardless of states’ ability
or willingness to do so. Guiding Principle 13 specifically requires companies
to avoid causing or contributing to adverse human rights impacts through
their own activities.20 Private military and security companies (PMSCs)
operating in Gaza violate this principle by militarizing aid and enforcing
biometric surveillance.

However, the assumption that they can fulfill these duties through self-
regulation and heightened due diligence fails in Gaza. The conditions
of siege, pervasive surveillance, and restricted access make voluntary

19 Emirates Leaks. (2025, August 30). UAE hosts Boston Consulting Group’s Gaza starvation project in
Dubai. Retrieved August 31, 2025, from https://emiratesleaks.com/glaisl/

20 Office of the United Nations High Commissioner for Human Rights. (2011). Guiding Principles on Business
and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework. Retrieved August
26, 2025, from https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr _
en.pdf
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oversight and meaningful transparency impossible. Therefore, by
operating in this environment, PMSCs are actively participating in a
system that is inherently abusive, exposing both the companies and their
financial backers to liability for potential violations of international law.

The consequences on the ground are immediate and brutal. Eyewitnesses
report private security contractors firing live ammunition, launching
stun grenades, and using pepper spray to control crowds. Video
evidence shows desperate civilions subjected to extreme violence
as they try to secure flour and canned food.21 Distribution windows
are limited to as little as eleven minutes, a cruelly short duration that
intentionally creates panic, stampedes, and lethal chaos.22 With only
four military-controlled GHF hubs operating compared to UNRWA's
previous network of over four hundred humanitarian distribution points,
scarcity is not a byproduct but a design feature. In this tightly controlled
so-called aid system, order is imposed through fear and firepower.

UNICEF has condemned the biometric aid system as a «breach of
humanitarian ethics,» with spokesperson James Elder stating that
«humanitarion aid should never be used as a bargaining chip.»
These concerns were echoed by the United Nations Office for
the Coordination of Humanitarian Affairs (OCHA), which warned
that the program forces civilians into militarized zones to collect
food and systematically excludes the most vulnerable, including
the elderly, disabled, and sick, effectively denying them aqid.23

2] CBS News. (2025, August 21). Eyewitness says American subcontractors at Gaza aid sites fired at
Palestinians. Retrieved August 24, 2025, from https://www.cbsnews.com/news/eyewitness-says-american-

subcontractors-at-gaza-aid-sites-fired-at-palestinians/

22 The Guardian. (2025, July 22). ‘A deadly scheme'’: Palestinians face indiscriminate gunfire at food sites.
Retrieved August 24, 2025, from https://www.theguardian.com/global-development/2025/jul/22/food-aid-
gaza-deaths-visual-story-ghf-israel

23 IDTechWire. (2025). UNICEF rejects Israel's facial recognition plan for Gaza aid distribution. Retrieved
August 24, 2025, from https://idtechwire.com/unicef—rejects—isroels—fociol—reoognition—plon—for—gozo—oid—
distribution/
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V. Conclusion

The situation in Gaza represents a catastrophic new paradigm in which
humanitarian principles are not merely ignored but actively inverted. Aid,
the universal symbol of compassion and neutrality, has been weaponized
into a tool of surveillance, population control, and data extraction. The
GHF model, built upon the Israeli governments deliberate dismantling
of UNRWAs impartial infrastructure, does not bring relief; it weaponizes
famine itself, adding a sophisticated digital layer to the machinery of mass
starvation.

Palestinians in Gaza are trapped between relentless bombing and a high-
tech system that conditions food on the surrender of basic rights. While the
Gaza Humanitarion Foundation (GHF) presents itself as a humanitarian
organization, it is fundamentally a system of mass surveillonce that
weaponizes hunger to collect intelligence and tighten military control.

Private companies in the military, security, and logistics sectors, some with
histories of impunity and gross human rights violations, are now operatingin
Gaza. Their operations have already been linked to the killing of Palestinians
and to the transfer of sensitive personal data to Israeli security agencies.
These companies are central to a system designed not to save lives, but to
manage, monitor, and target a population under genocide.

If allowed to stand, this model risks becoming a global blueprint for other
conflict zones, where powerful states in partnership with security and
military corporations can leverage starvation to impose digital control
with profit and zero accountability. The international community must
therefore see the defence of Gazars people as a defence of the very soul
of humanitarian action. Ensuring aid remains neutral, impartial, and free
from coercion is not just a legal obligation. It is a fundamental barrier
against a future where survival everywhere comes at the price of dignity.
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VI. Recommendations

In light of these findings, and given the binding obligations under
international law, including IHL and the Genocide Convention, there is an
urgent need for decisive intervention. The following actions are critical:

1. To States

« Dismantle GHF operations, in line with UN calls, and cease all funding and
political support for the Gaza Humanitarian Foundation and its biometric
aid program. Continued support directly enables the weaponization of
aid and may amount to complicity in violations of international law and
core humanitarian principles.

« Publicly disclose all past and current support provided to the GHF. A lack
of transparency around funding an organization implicated in credible
allegations of facilitating mass starvation and serious human rights
violations risks complicity in breaches of international law.

« Redirect all humanitarian funding to impartial, UN-led mechanisms,
including UNRWA, to ensure compliance with obligations under IHL. This
must include demanding the conditions for the immediate, safe, and
unimpeded delivery of humanitarion aid at scale to avert famine.

2. To the United Nations

« Launchanindependentinvestigation into the GHF and its private security
contractors for their potential role in war crimes and other violations
of human rights. This investigation must scrutinize the militarization of
humanitarian aid, the obstruction of relief, and the coercive collection
of biometric data.

+ Develop and enforce binding guidelines prohibiting the use of forced
biometric data collection in humanitarian contexts. The extraction
of data from a starving population under duress constitutes a gross
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violation of the right to privacy and may amount to inhumane or
degrading treatment. Such practices must be banned to prevent the
normalization of tech-enabled abuses in extreme humanitarian crises
like that in Gaza.

3. To Corporates and their financial backers

Immediately suspend all operations by private military and security
companies (PMSCs) in Gaza that contribute to the militarization of aid or
biometric surveillance. These actions contravene international human
rights standards, including the UNGPs.

Investors, shareholders, and donors must divest from and terminate
contracts with companies whose operations in Gaza are linked to
documented human rights abuses or potential war crimes. Failure to do
so entails serious legal, reputational, and ethical risks, including potential
complicity under international law.
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