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February 5, 2026 

SUBJECT: URGENT: User safety concerns and security disclosures on UpScrolled  

To: Issam Hijazi, Founder & CEO — UpScrolled​
CC: Sarah Aloul, Senior Human Resources Business Partner   

Dear Issam, 

We are writing to you from Skyline International for Human Rights (SIHR), a non-profit organization 

dedicated to documenting digital rights violations and protecting human rights defenders across the 

South West Asia and North Africa (SWANA) region.  

We have been watching UpScrolled’s growth as an important new space for free expression. However, 

as the platform scales, its ability to protect vulnerable users from real-world harm is our primary 

concern. Recent technical analysis published on GitHub has flagged specific vulnerabilities in your 

source code that suggest user privacy is currently compromised. 

Based on the analysis, we are deeply concerned about the potential risks these findings pose to our 

community. Specifically, the reported retention of GPS metadata in media uploads creates a direct path 

for the physical tracking of users, while technical flaws that reportedly expose user IP addresses to third 

parties significantly facilitate targeted surveillance. Furthermore, these gaps in data handling may allow 

for the deanonymization of at-risk activists and human rights defenders, undermining the very safety 

and privacy that your platform seeks to provide. 

We are finalizing a community safety update to be published on February 10, 2026. To ensure our 

report is accurate and includes your perspective, we would appreciate your response to the following: 

1.​ Does UpScrolled acknowledge the specific vulnerabilities regarding IP address exposure and GPS 
metadata retention as identified in the technical disclosures? If so, what is the specific timeline for 
deploying a technical fix to ensure this data is stripped automatically at the point of upload?​
______________________________________________________________________ 

2.​ Given that human rights defenders in the SWANA region face high risks of physical tracking, what 
immediate measures has UpScrolled implemented to ensure that these security gaps cannot be 
exploited by state or non-state actors for targeted surveillance?​
______________________________________________________________________ 

3.​ In light of the reported flaws, what structural changes is UpScrolled making to its data retention 
policies to ensure that "privacy by design" is a foundational element of the platform’s growth, 
particularly for users requiring high levels of anonymity?​
______________________________________________________________________ 

 

https://skylineforhuman.org/en
https://gist.github.com/a7maadf/bc39f4a7991ec2d1e68410fcd781901c


 

4.​ Does UpScrolled plan to establish a dedicated channel for vulnerability disclosure to allow security 
researchers to report flaws safely and transparently?​
______________________________________________________________________ 

5.​ Will UpScrolled issue a formal security advisory to its users regarding the current vulnerabilities, 
and what protocols are being established to notify users in the future should their data be 
exposed?​
______________________________________________________________________ 

While we recognize that UpScrolled is in its early stages, transparency regarding these security gaps is 

essential for the safety of millions of users who rely on your platform for freedom of expression and a 

censorship-free space. To ensure an honest and balanced representation of the facts, we will include 

your response, or your non-response, in our final publication 

We look forward to receiving your comments by 4:00 PM CET on February 9, 2026. If you would like to 

respond but need more time, please let us know. 

Sincerely,​
​
Dima Samaro​
Executive Director​
Skyline International for Human Rights (SIHR)​
dima@skylineforhuman.org  
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