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13 May, 2025

To: Mr. Omar Seghrouchni
President of the National Commission for the Control of Personal Data Protection (CNDP)
Rabat, Kingdom of Morocco

RE: Open Letter Regarding the Expansion of Surveillance and Artificial Intelligence Technologies in Morocco in
Preparation for the World Cup and Africa Cup of Nations

Dear Mr. Seghrouchni,

We are addressing you through this open letter in our capacity as Skyline International for Human Rights (SIHR), a
non-governmental organization that monitors digital rights violations and promotes the protection of fundamental
rights and freedoms in the digital space, particularly in the Middle East and North Africa region.

With great concern, as outlined in our recent report, we have observed the rapid expansion of surveillance
infrastructure and modern technological systems in Morocco, particularly in the context of ongoing preparations
to host both the 2025 Africa Cup of Nations and the 2030 World Cup.! According to several media reports,
thousands of surveillance cameras have been installed in major cities such as Rabat, Casablanca, Tangier, and
Marrakech, linked to systems that rely on artificial intelligence algorithms capable of detecting suspicious behavior,
automatically reading license plates, and identifying individuals through facial recognition technology.?

This expansion has been accompanied by a significant increase in public spending on these projects, with the
budget rising to 975 million dirhams, bringing the total expenditure to over 1.2 billion dirhams. This has created
competition among private sector companies and underscores the need for greater transparency in contracting
mechanisms and ensuring compliance with international standards for data protection and human rights.

These developments raise numerous concerns that must be carefully addressed within the framework of protecting
fundamental rights, particularly regarding the potential excessive use of these technologies, which could negatively
impact freedom of movement and privacy rights.

There are also serious risks related to the opaque or unlawful collection and use of personal data without sufficient
safeguards to ensure its protection. Despite the existence of Law No. 08-09 of 2009 on the protection of personal
data, there remains a clear legislative gap concerning smart surveillance technologies, particularly the processing
of biometric data and facial recognition.

Additionally, the lack of transparency regarding which entities are authorized to access this data and how it is
processed raises questions about accountability. Another concerning aspect is the potential continued use of these
systems after the sporting events conclude, which could lead to their permanent presence in public spaces without
clear oversight to ensure respect for rights.
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We have also noted that the installation of these systems is proceeding without public consultation or civil society
participation, raising questions about proportionality, necessity, and respect for citizens' rights to privacy, freedom
of movement, and expression.

In this context, we commend your esteemed Commission's announcement in March 2025 of its intention to hold
public hearings aimed at establishing a clear regulatory framework for surveillance technologies in public spaces.
Your statement emphasized the need to balance public order protection with the guarantee of constitutional rights
and respect for the principles of necessity and proportionality—principles we highly value.

Accordingly, we respectfully submit the following questions:

1. Has your Commission held the public hearings announced in March 2025? If so, will the findings be
made public?

2. Are there draft regulations currently being prepared or reviewed regarding the use of surveillance and
facial recognition systems?

3. Does the Commission intend to impose a ban or restrictions on the use of facial recognition
technologies in public spaces, given their sensitivity—as was done during the COVID-19 pandemic when
their use was suspended for seven months?

4. Has a comprehensive human rights impact assessment and data protection evaluation been conducted
for these systems?

5. What safeguards are in place to prevent misuse or abuse of these technologies by the authorities
responsible for their deployment?

6. What is the Commission's role in monitoring private companies supplying surveillance technologies to
ensure compliance with data protection and human rights standards? Are there accountability
mechanisms if violations of national or international standards are proven?

We kindly request your response to this letter no later than Tuesday, 20 May 2025. We would also be pleased to
contribute our legal expertise in the intersection of technology and human rights to enrich this critical discussion,
whether through written submissions or participation in consultative meetings.

Sincerely,
Dima Samaro

Executive Director
Skyline International for Human Rights
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