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About Skyline International for Human Rights

Skyline International for Human Rights (SIHR) is a non-profit organization dedicated to defending
digital freedoms across the Southwest Asia and North Africa (SWANA) region. Through

monitoring, in-depth research, and advocacy, SIHR documents and challenges digital repression
spanning government surveillance and platform censorship to the lethal use of artificial
intelligence.

This submission draws on documented case studies across Palestine, Iran, Syria, Morocco,
Tunisia, Jordan, Egypt, Yemen, and the Gulf countries to address the specific risks that new and
emerging technologies pose to human rights defenders (HRDs) and journalists and to identify
accountability gaps that urgently require international attention.

Responses to OHCHR Questions

Question 1: What impacts have recent trends in legislative and regulatory efforts had on
the work and safety of HRDs offline and online?

Legislative and regulatory trends across the SWANA region have converged around a common
outcome: the systematic elimination of the conditions necessary for HRDs and journalists to
operate safely. SIHR has documented four distinct but interrelated impact patterns.

Al-assisted targeting and the threat to the right to life

» Digital surveillance technologies, including Al-powered targeting systems, biometric
systems, and drones, have been integrated into lethal military operations in Gaza. Israeli
forces used drones and guadcopters to kill HRDs and journalists, including Al-Jazeera
cameraman Samer Abu Dagga (15 December 2023), journalist Mohammed Al-Sharif (16
November 2024), Al-Agsa TV editor Mamdouh Qneita (30 November 2024), and four
Al-Jazeera journalists in a targeted airstrike on 10 August 2025. In each case, digital
surveillance formed part of the targeting infrastructure.

* Technology companies, including Google, Amazon, and Microsoft, through Project
Nimbus, Azure, and the provision of cloud and Al services, have knowingly supplied
systems embedded in Gaza military operations and genocide with no demonstrated
human rights safeguards. The absence of mandatory and heightened due diligence
obligations for technology companies in conflict zones creates a structural gap enabling
corporate complicity without legal consequence.

*  From 27 May 2025, the Gaza Humanitarian Foundation (GHF) conditioned Palestinian
access to food on biometric data submission. Drone surveillance and facial recognition
cameras deployed by contractors Safe Reach Solutions and UG Solutions monitored aid
distribution hubs without the knowledge or consent of those present, transmitting
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footage to joint U.S.-Israeli military control rooms. This infrastructure was linked to the
killing of over 2,000 Palestinians at or near distribution sites.

Internet shutdowns as instruments of repression

Since October 2023, Israel has cut off internet and telecommunications in Gaza on at
least ten separate occasions. These shutdowns deprive Palestinians of the ability to
locate missing family members, coordinate humanitarian aid, and reach medical services,
while simultaneously removing HRDs' and journalists' capacity to document grave
violations, access critical information, and report what is happening on the ground. The
pattern is consistent. Connectivity is severed at the moment a military operation begins
and maintained during genocide, guaranteeing that atrocities remain invisible and
unaccountable.

In January 2026, Iranian authorities imposed a near-total internet blackout during
nationwide protests, under cover of which at least 51 people were killed and over 2,000

arrested. On 22 January 2026, the Syrian Transitional Government imposed a complete
shutdown on Kobani alongside a military blockade, preventing documentation of
potential atrocities against the Kurdish population with no alternative means of external
communication.

Surveillance of civic space

Governments across the region have deployed Al-powered surveillance at protest sites
to identify, flag, and suppress civic action. Tunisia's Ministry of Interior deployed facial
recognition cameras and drones at Avenue Habib Bourguiba to target LGBTQ+ individuals
and anti-government activists. Morocco expanded smart camera networks with real-time
facial recognition, license plate reading, and algorithmic flagging of “suspicious”
movement across four major cities under the guise of preparations for the 2025 Africa
Cup of Nations and the 2030 FIFA World Cup, without legal oversight. Bahrain piloted
predictive policing tools to pre-empt protests. Iran uses the Nazer app and drone
surveillance to enforce compulsory hijab laws.

Criminalisation of online expression

Cybercrime laws and penal code provisions have been systematically used to prosecute HRDs
and journalists for the exercise of their right to freedom of expression online, carrying harsh
penalties of imprisonment.

In Kuwait, Salman Al-Khalidi was sentenced to 15 years' hard labor for posts on X
criticizing the Emir and commenting on regional political affairs (11 January 2026).

In Jordan, journalist Omar Al-Zayoud was arrested under Cybercrime Law No. 17 of 2023,
and 12 independent news websites were blocked for “spreading media poison" without
due process (14 May 2025).

In Morocco, activist Fouad Abdelmoumni was convicted and sentenced under Penal
Code provisions on spreading “false allegations,” "defamations," and “insulting public
bodies” for a Facebook post criticizing Morocco's diplomatic stance and referencing
credible reports into the use of NSO Group's Pegasus spyware against Moroccan
journalists and activists (3 March 2025).

In Egypt, Cybercrime Law No. 175 of 2018, and in particular Article 25 on "family values,"
has been used to imprison women for their social media presence. Recent cases include
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Suzy El-Urduneya, sentenced to one year in prison in October 2025, and Umm Makka
and Marwa Youssry, convicted in late 2025. Each case originated in a TikTok or social
media video.

In Tunisia, Decree-Law 54 was used to prosecute lawyer Sonia Dahmani and her sister,
Ramlah Dahmani, for online expression and acts of solidarity. In a separate escalation,
blogger Saber Ben Chouhane was sentenced to death under the Code of Criminal
Procedure No. 68-23 for social media content criticizing the president and subsequently
pardoned on 7 October 2025.

Question 2: What legal or regulatory instruments and institutional procedures are
commonly used to restrict the rights to freedom of expression, association and privacy
of HRDs online?

SIHR has documented seven categories of legal instruments deployed against HRDs across the
region, each targeting a distinct dimension of the rights to freedom of expression, privacy, and
access to information.

Cybercrime laws with vague provisions restricting freedom of expression: Kuwait's
State Security Law (Law 31/1970), Jordan's Cybercrime Law No. 17 of 2023, Egypt's
Cybercrime Law No. 175 of 2018, Tunisia's Decree-Law 54, and the UAE's Federal
Decree-Law No. 34 of 2021 all contain broad provisions on “false information,” “national
values,” and “public order” that are selectively applied to prosecute legitimate HRD
activity and criminalize online expression that challenges state narratives.

Penal code defamation provisions and website blocking: Morocco's Penal Code contains
vague definitions on “spreading false allegations,” “defamation,” and “insulting public
bodies” that have been used to criminalize HRD advocacy and commentary on state
surveillance. Jordan's cybercrime law's broadly worded provisions grant administrative
and security authorities extensive powers to block websites with no avenue for affected
outlets to challenge the decision. Both mechanisms are designed to restrict freedom of
expression and access to information while insulating state power from any independent
scrutiny.

Forced access to private data and digital surveillance at borders: In February 2026,
Moroccan security forces arrested youth activist Zeineb Kharroubi, a member of the
GenZ212 movement, at Marrakesh Menara Airport upon her arrival from France.
Security personnel seized her smartphone and forced her to provide access to private
data, using her online footprint as a justification for a criminal investigation. She was
charged under Article 299/1 of the Moroccan Penal Code for “inciting the commission of
offenses via electronic communication” for social media posts about youth rights. She
was subsequently released but faces a court hearing on 23 March 2026.

State-sponsored digital incitement preceding physical targeting: Israeli military
spokesperson Avichay Adraee, with over 1 million followers on X and 3.5 million on
Facebook, publicly labeled Al Jazeera correspondent Anas Al-Sharif a "propagandist" and
falsely identified him as "head of a Hamas terrorist cell." Israel killed Al-Sharif in a
targeted airstrike on 10 August 2025. This defamation campaign extended across
multiple Israeli state channels. On 23 October 2024, the IDF's official X account published
the names and photographs of six Al Jazeera journalists, labeling them "Hamas and
Islamic Jihad terrorists," baseless allegations Al Jazeera strongly denied. An Israeli officer
also sent journalist Hassan Hamad direct death threats via WhatsApp in the weeks
before Israeli forces killed him and his family in a targeted drone strike in Jabalia refugee
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camp on 6 October 2024, warning him to stop filming or face death. Hamad continued
reporting until moments before the strike. No platform removed this content or
intervened at any stage, and no investigation has been conducted.

* Technology-facilitated gender-based violence targeting the privacy and reputation of
women HRDs: Moroccan authorities arrested journalist Saida El Alami in July 2025
following a coordinated campaign flooding Facebook and YouTube with fabricated and
sexualized content. Similarly, Moroccan journalist Bouchra El Khonchafi faced sustained
retaliatory attacks in February 2026, including the deliberate exposure of her private
health information on Facebook and X by pro-government accounts, linked to the critical
reporting of her husband, journalist Hamid El Mahdaoui. In Yemen, Sheikh Abdullah
Ahmed Al-Adini weaponized a private Facebook photograph to trigger death threats
against journalist Hebah Al-Tubbai and her husband, forcing them to flee within 24 hours
in February 2024. These attacks exploit the right to privacy as a weapon, deliberately
exposing private information to generate social harm and suppress women's freedom of
expression.

* Platform censorship suppressing access to information and the human rights
evidentiary record: YouTube and Wikipedia have actively suppressed Palestinian
documentation of ongoing violations. YouTube's automated systems removed footage of
Israeli strikes on hospitals, schools, and civilian infrastructure uploaded by journalists
and HRDs in Gaza. On Wikipedia, co-founder Jimmy Wales intervened to mandate
changes to the "Genocide in Gaza" article and locked the page to enforce a framing that
avoided the term "genocide," a characterization used by UN experts, human rights
organizations, and leading scholars. Wikipedia's neutrality policy was effectively
weaponized to suppress a descriptor central to understanding the atrocities. These
removals deny the global public its right to access information and directly undermine
the evidentiary basis for international accountability. Meta, TikTok, and X have routinely
removed Palestinian content under vague policy violations, intensifying significantly
since October 2023. The Israeli Cyber Unit issued over 9,500 takedown requests to
platforms, 94 per cent of which were approved. These actions resulted in the removal of
posts and shadow bans limiting the visibility of Palestinian content without user
notification. account suspensions; and the censorship of hashtags, including
#FreePalestine. Algorithmic bias further marginalized Palestinian narratives, including
documented cases of Arabic phrases being mistranslated into terms associated with
terrorism when appearing alongside Palestinian content. Meta's Dangerous
Organizations and Individuals framework, heavily influenced by US terrorism
designations, has been applied to suppress expressions of solidarity with Palestine,
erasing the Palestinian narrative while allowing hate speech and incitement to remain on
the platform. Posts celebrating violence against Palestinians or calling for the destruction
of Gaza have gone unchecked, while the use of terms like "Zionist" has been flagged as
hate speech. This double standard silences Palestinian journalists and HRDs while
enabling propaganda that incites and justifies genocide.

Question 3: How have legislative and regulatory efforts in one country or region
impacted similar legal and regulatory measures in other countries or regions?

SIHR has documented four cross-border patterns of legal and regulatory convergence that
directly restrict the freedom of expression, privacy, and access to information of HRDs.

*  Gulf states invoking shared legal frameworks to suppress civilian documentation:
Following the onset of the US-Israel war on Iran in late February 2026, Kuwait, the UAE,
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Qatar, Bahrain, Oman, and Saudi Arabia simultaneously deployed cybercrime laws, penal
code provisions, and military judiciary frameworks to arrest civilians for filming missile
strikes and sharing footage of Iran's attacks, with near-identical enforcement
approaches. The coordinated nature and timing of enforcement across six jurisdictions
indicates deliberate regional synchronization of digital repression. At least 114 people
were detained in Bahrain, 313 in Qatar in a single day, 4 in Kuwait, and over 45 in the
UAE for acts of civilian documentation protected under international human rights law as
exercises of the right to freedom of expression and access to information.

Regional convergence on website and app blocking to suppress civic space and access
to information: Across the region, governments are blocking websites and apps to shrink
civic space and silence dissent. These measures are legalized under cybercrime laws that
bypass meaningful judicial oversight, and governments are increasingly following each
other's lead. Egypt has blocked at least 630 websites; Jordan blocked 12 independent
news websites in May 2025, and the UAE geoblocked dozens of independent outlets
during the Iran conflict. The same pattern extends to apps used for online organizing.
When Morocco's GenZ212 movement used Discord to mobilize protests, other
governments moved to block the same platforms, with Jordan reportedly blocking
Discord and Iraq imposing a full ban on Roblox. These measures cut off freedom of
expression, access to information, and the right to organize online, using the veneer of
legality to silence HRDs, activists, and civil society.

The proliferation of private surveillance technology across the region: The same digital
forensic tools are being used against HRDs, activists, and migrants across the region by
private companies with no human rights safeguards. Cellebrite's phone extraction
software has been used by Bahraini authorities to extract private communications from
detained dissidents; by Jordanian security forces against at least seven HRDs and student
activists between 2023 and 2025 in the context of pro-Palestine protests; by Israeli forces
to extract data from phones of Palestinians arrested in Gaza to feed surveillance and
targeting databases; and by Moroccan authorities to spy on asylum seekers. NSO Group's
Pegasus spyware has been used to target UAE defender Ahmed Mansoor and linked to
surveillance of journalists and activists in Morocco, Saudi Arabia, and Jordan. These tools
cross borders freely while accountability does not.

Transnational reach of incitement infrastructure suppressing freedom of expression:
The digital incitement campaigns directed at Palestinian HRDs and journalists in Gaza
have been replicated against journalists covering pro-Palestine protests in Western
countries. Mariam Elsayeh, a UK-based journalist for Al Jazeera Arabic and ITN and
elected member of the NUJ Ethics Council, has faced a two-year campaign of
coordinated physical assault and online smear campaigns for her advocacy for
Palestinian journalists. She has been subjected to xenophobic and Islamophobic
incitement, with calls for her deportation and defamatory accusations labeling her an
"odious rat" and "Islamist." Her case shows that the targeting of Palestinian journalists
does not stop at conflict borders. It follows those who bear witness to it, wherever they
are.
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Recommendations

To the OHCHR

Mandate dedicated documentation of cases where Al targeting infrastructure and digital
surveillance systems have been used to facilitate the killing, arrest, or silencing of HRDs
and establish a mechanism to ensure accountability for those responsible.

Urge the UN Working Group on Business and Human Rights to develop binding
conflict-specific guidance under the UN Guiding Principles requiring technology
companies to conduct mandatory and heightened human rights due diligence before
supplying Al, cloud, and surveillance systems to parties to armed conflict.

Press for a global moratorium on the sale, transfer, and use of spyware and digital
forensic tools until robust human rights safeguards and export control frameworks are in
place.

Affirm that internet shutdowns and website and app blocking during protests and
conflict violate the rights to freedom of expression and access to information, and
directly obstruct the ability of HRDs to carry out their work.

Issue guidance on the misuse of cybercrime, state security, and penal code provisions to
criminalize the legitimate work of HRDs and journalists online, and urge states to repeal
or substantially amend laws that fail to meet international human rights standards.

Recognize the coercive extraction of private data from devices at borders and in
detention as a violation of the right to privacy, and call on states to require independent
judicial authorization for any such measure.

Urge platforms to publish mandatory transparency reports on government requests for
content removal and user data and to take concrete action to protect HRDs facing
technology-facilitated gender-based violence.
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